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I nt roducti on

This docunent profiles certificate enrollnment for clients using
Certificate Managenent over CMS (CMC) [ RFC5272] nessages over a
secure transport. Enrollnent over Secure Transport (EST) describes
the use of Transport Layer Security (TLS) 1.1 [RFC4346], 1.2

[ RFC5246], or any future version) and Hypertext Transfer Protoco
(HTTP) [ RFC2616] to provide an authenticated and authorized channe
for Sinple Public Key Infrastructure (PKI) Requests and Responses

[ RFC5272] .

Architecturally, the EST service is |located between a Certification
Aut hority (CA) and a client. It perfornms several functions
traditionally allocated to the Registration Authority (RA) role in a
PKI. The nature of communication between an EST server and a CAis
not described in this docunent.
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EST adopts the Certificate Managenent Protocol (CWP) [RFC4210] nodel
for CA certificate rollover, but it does not use the CMP nessage
syntax or protocol. EST servers are extensible in that new functions
may be defined to provide additional capabilities not specified in
CMC [ RFC5272], and this docunent defines two such extensions: one for
requesting Certificate Signing Request attributes and another for
requesting server-generated keys.

EST specifies how to transfer nessages securely via HITP over TLS
(HTTPS) [ RRFC2818], where the HTTP headers and nedia types are used in
conjunction with TLS. HTTPS operates over TCP; this docunment does
not specify EST over HITP/ Dat agram Transport Layer Security/User

Dat agram Protocol (HTTP/DTLS/UDP). Wth a suitable specification for
conbi ning HTTP, DTLS, and UDP, there are no EST requirements that
woul d prevent it from working over such a stack. Figure 1 shows how
the | ayers build upon each other.

EST Layeri ng:

Pr ot ocol s:

Figure 1
1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
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It is assuned that the reader is fanmliar with the terns and concepts
described in Public Key Cryptography Standard (PKCS) #10 [ RFC2986],
HTTPS [ RFC2818], CMP [ RFC4210], CMC [ RFC5272][ RFC5273] [ RFC5274], and
TLS [ RFC4346] .

In addition to the terns defined in the termi nology section of CMC
[ RFC5272], the following terns are defined for clarity:

EST CA: For certificate issuing services, the EST CAis reached
t hrough the EST server; the CA could be logically "behind" the EST
server or enbedded within it.

Third-Party Trust Anchor: Any trust anchor (TA) that is not
authoritative for the PKI hierarchy for which the EST server is
provi di ng services.

Explicit Trust Anchor: Any TA that is explicitly configured on the
client or server for use during EST TLS authentication; for
exanple, a TA that is nmanually configured on the EST client or
boot st rapped as described in Section 4.1.1. (See nore details in
Sections 3.6 and 6.)

Implicit Trust Anchor: Any third-party TA that is available on the
client or server for use during TLS authentication but is not
specifically indicated for use during EST TLS authentication; for
exanpl e, TAs commonly used by web browsers to authenticate web
servers or TAs used by servers to authenticate manufacturer-
installed client credentials (such as certificates populated into
cable nodens or routers in the factory). The authorization nodel
for these TAs is different fromthe authorization nodel for
Explicit Trust Anchors. (See nore details in Sections 3.6.1,
3.6.2, and 6).

Certificate-Less TLS: Certificate-less TLS cipher suites provide a
way to perform nutual authentication in situations where neither
the client nor server have certificates or are willing to use
them The credential used for authentication is a word, phrase,
code, or key that is shared between the client and server. The
credential must be uniquely shared between the client and server
in order to provide authentication of an individual client to an
i ndi vi dual server.

2. Operational Scenario Overviews

This section provides an informative overview of the operationa
scenarios to better introduce the reader to the protocol discussion
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2.

1

Both the EST clients and server are configured with information that
provi des the basis for nutual authentication and for authorization
The specific initialization data depends on the nethods available in
the client and server, but it can include shared secrets, network
service names and | ocations (e.g., a Uniform Resource ldentifier
(URI') [RFC3986]), trust anchor infornmation (e.g., a CA certificate or
a hash of a TA's certificate), and enroll ment keys and certificates.
Dependi ng on an enterprise’'s acquisition and network nanagenent
practices, some initialization nay be performed by the vendor prior
to delivery of client hardware and software. 1In that case, the
client vendor may provide data, such as trust anchors, to the
enterprise via a secure procedure. The distribution of this initia
information i s out of scope.

Di stribution of trust anchors and other certificates can be effected
via the EST server. However, nothing can be inferred about the
authenticity of this data until an out-of-band mechanismis used to
verify them

Sections 2.1-2.3 very closely mirror the text of the Scenarios
Appendi x of [RFC6403] with such nodifications as are appropriate for
this profile. Sections 2.1-2.6, below, enunerate the set of EST
functions (see Figure 5) and provide an informative overview of EST s
capabilities.

The general client/server interaction proceeds as foll ows:

The client initiates a TLS-secured HTTP session with an EST
server.

A specific EST service is requested based on a portion of the UR
used for the session

The client and server authenticate each other.

The client verifies that the server is authorized to serve this
client.

The server verifies that the client is authorized to nake use of
this server and the request that the client has nade.

The server acts upon the client request.
obtaining CA Certificates
The EST client can request a copy of the current EST CA

certificate(s) fromthe EST server. The EST client is assuned to
performthis operation before perform ng other operations.
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Thr oughout this docunent we assune the EST CA has a certificate that
is used by the client to verify signed objects issued by the CA
e.g., certificates and certificate revocation lists (CRLs), and that
a different certificate than the one used to verify signatures on
certificates and CRLs is used when EST protocol comrunication
requires additional encryption

The EST client authenticates and verifies the authorization scope of
the EST server when requesting the current CA certificate(s). As
detailed in Sections 3.3.1 and 3.3.3, available options include:

o Verifying the EST server’s HITPS URl against the EST server’s
certificate using Inplicit TAs (simlar to a common HTTPS
exchange). This allows the EST server and client to | everage
exi sting TAs that might be known to the EST client.

o The client can |leverage a previously distributed trust anchor
specific to the EST server. This allows the EST client to use an
existing, potentially older, CA certificate to request a current
CA certificate.

o For bootstrapping, the EST client can rely upon nanua
aut hentication perfornmed by the end-user as detailed in
Section 4.1.1.

o The client can | everage the binding of a shared credential to a
specific EST server with a certificate-less TLS ci pher suite.

Cient authentication is not required for this exchange, so it is
trivially supported by the EST server

2. 2. Initial Enroll ment

After authenticating an EST server and verifying that it is

aut horized to provide services to the client, an EST client can
acquire a certificate for itself by subnmtting an enroll nent request
to that server.

The EST server authenticates and authorizes the EST client as
specified in Sections 3.3.2, 3.3.3, and 3.7. The nethods descri bed
in the normative text that are discussed in this overview incl ude:

0 TLS with a previously issued client certificate (e.g., an existing
certificate issued by the EST CA)

0 TLS with a previously installed certificate (e.g., manufacturer-

installed certificate or a certificate issued by sonme ot her
party);
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0 Certificate-less TLS (e.g., with a shared credential distributed
out - of - band) ;

0 HTTP-based with a usernane/ password distributed out- of - band
2.2.1. Certificate TLS Authentication

If the EST client has a previously installed certificate issued by a
third-party CA, this certificate can be used to authenticate the
client’s request for a certificate fromthe EST server (if that CAis
recogni zed by the EST server). An EST client responds to the EST
server’s TLS certificate request nessage with the existing
certificate already held by the client. The EST server will verify
the client’s existing certificate and authorize the client’s request
as described in Section 3.3.2.

2.2.2. Certificate-Less TLS Authentication

The EST client and EST server can be nutually authenticated using a
certificate-less TLS cipher suite (see Section 3.3.3).

2.2.3. HTTP- Based dient Authentication

The EST server can optionally al so request that the EST client subnit
a user nane/ password using the HTTP Basic or Digest authentication

met hods (see Section 3.2.3). This approach is desirable if the EST
client cannot be authenticated during the TLS handshake (see

Section 3.3.2) or the EST server policy requires additiona

aut hentication information; see Section 3.2.3. 1In all cases,

HTTP- based client authentication is only to be perforned over a
TLS-protected transport (see Section 3.3).

2.3. dient Certificate Rei ssuance

An EST client can renew/ rekey its existing client certificate by
submitting a re-enrollnent request to an EST server

When the current EST client certificate can be used for TLS client
aut hentication (Section 3.3.2), the client presents this certificate
to the EST server for client authentication. Wen the to be reissued
EST client certificate cannot be used for TLS client authentication,
any of the authentication nethods used for initial enrollnment can be
used.

For exanple, if the client has an alternative certificate issued by

the EST CA that can be used for TLS client authentication, then it
can be used.
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The certificate request nessage includes the same Subject and
Subj ect Al t Name as the current certificate. Nane changes are
requested as specified in Section 4.2.2.

2.4. Server Key Generation

The EST client can request a server-generated certificate and key
pair (see Section 4.4).

2.5. Full PKI Request Messages

Ful | PKI Request [RFC5272] nessages can be transported via EST using
the Full CMC Request function. This affords access to functions not
provided by the Sinple Enrollment functions. Full PKI Request
nmessages are defined in Sections 3.2 and 4.2 of [RFC5272]. See
Section 4.3 for a discussion of how EST provides a transport for

t hese nessages.

2.6. Certificate Signing Request (CSR) Attributes Request

Prior to sending an enroll ment request to an EST server, an EST
client can query the EST server for a set of additional attributes
that the client is requested to use in a subsequent enroll nent
request.

These attributes can provide additional descriptive information that
the EST server cannot access itself, such as the Media Access Contro
(MAC) address of an interface of the EST client. Alternatively,
these attributes can indicate the kind of enroll nment request, such as
a specific elliptic curve or a specific hash function that the client
is expected to use when generating the CSR
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3. Protocol Design and Layering

Figure 2 provides an expansion of Figure 1, describing how the |ayers
are used. Each aspect is described in nore detail in the sections
that follow

EST Layeri ng:

Prot ocol s and uses:

|
| Message types:

| "Sinmple PKI" nessages

| (i ncorporates proof-of-possession)

| - CAcertificate retrieva

| - "Full PKI" messages (OPTI ONAL)

| (i ncorporates proof-of-possession)

| - CSR Attributes Request (OPTIONAL)

| - Server-generated key request (OPTI ONAL)
|

+
|
|
|
|
|
|
|
|
|
|
+
I
- HTTP headers and URIs for control |
- Content-Type headers specify nessage type
- Headers for control/error nessages
- URIs for selecting functions
- Basic or Digest authentication (OPTIONAL)
|+
|
|
|
|
|
|
|
|
|
|
+

TLS for transport security:

- Authentication of the EST server

- Authentication of the EST client (OPTIONAL)

- Provides comunications integrity
and confidentiality

- Suppl i es channel - bi ndi ng [ RFC5929] i nformation
to link proof-of-identity with nessage-based
pr oof - of - possessi on (OPTI ONAL)

Figure 2
Speci fying HTTPS as the secure transport for enroll nent nessages

i ntroduces two "layers" to communi cate authenticati on and contro
messages: TLS and HITP.
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The TLS layer provides integrity and confidentiality during
transport. The proof-of-identity is supplied by TLS handshake

aut hentication and optionally also by the HTTP | ayer headers. The
nmessage type and control/error nessages are included in the HITP
headers.

CMC ([ RFC5272], Section 3.1) notes that "the Sinple PKI Request MJST
NOT be used if a proof-of-identity needs to be included". Since the
TLS and HTTP | ayers can provide proof-of-identity for EST clients and
servers, the Sinple PKI nessage types are used.

The TLS layer certificate exchange provides a nmethod for authorizing
client enrollnment requests using existing certificates. Such
certificates may have been issued by the CA (fromwhich the client is
requesting a certificate), or they may have been issued under a
distinct PKI (e.g., an |IEEE 802.1AR Initial Device Identifier

(I DeviD) [IDevlD] credential).

Pr oof - of - possession (POP) is a distinct issue fromproof-of-identity
and is included in the Sinple PKI nessage type as described in
Section 3.4. A nmethod of |inking proof-of-identity and

pr oof - of - possession i s described in Section 3.5.

This docunent al so defines transport for CMC [ RFC5272] that conplies
with the CMC Transport Protocols [RFC5273]. CMC' s POP and
proof-of-identity mechanisnms are defined in CMC, but the mechani snms
here can also be used in conjunction with those mechanisms in "Ful
PKI" nmessages.

During protocol exchanges, different certificates can be used. The
followi ng table provides an informative overview. End-entities can
have one or nore certificates of each type listed in Figure 3 and use
one or nore trust anchor databases of each type listed in Figure 4.
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Certificates and their correspondi ng uses:

Use and section references

EST server
certificate

EST server
certificate

+

|

+

|

|

|

|

+

|

|

|

|

|
B,
| Third-party

| EST client

| certificate

|
|
+
|
|
|
|
+
|
|
|
|
|
|
|
+

EST client
certificate

End-entity
certificate

Pritikin, et al

The CA served by
t he EST server

A CA

aut henti cat abl e by
a third-party TA
e.g., a web server

+
|
+
|
|
|
|
+
|
|
|
|
|
+
A CA |
aut henti cat abl e by
a third-party TA |
e.g., a device
manuf act ur er |
+
|
|
|
|
+
|
|
|
|
|
|
|
+

The CA served by
t he EST server

The CA served by
t he EST server

Figure 3

St andards Tr

Presented by the EST server
during the TLS handshake.

Section 3.3.1

Presented by the EST server
during the TLS handshake.

Section 3.3.1 and
Security Considerations

Presented by the EST client
to the EST server by clients
that have not yet enroll ed.

Section 3.3.2

Presented to the EST server

during future EST operations.

Section 3.3.2

Clients can obtain certs
that are intended for

non- EST uses. This includes
certs that cannot be used
for EST operations.

Section 4.2.3
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Trust anchor databases and their correspondi ng uses:

oo o o m e e e e e e e e e e e e e e e e e e e e e e e e eme— oo
| TA database | Use and section references
+ +
| EST server | EST servers use this TA database to authenticate
| Explicit | certificates issued by the EST CA, including EST
| TA database | client certificates during enroll/re-enrol
| | operations.
| |
| | Section 3.3.2
B TS o e m e e e e e e e e e e e e e e e e e e e e e e e e e e
| EST server | EST servers use this TA database to authenticate
| Inplicit | certificates issued by third-party TAs;
| TA database | e.g., EST client certificates issued by a device
| | manufacturer.
| | An Inplicit TA database can be di sabl ed.
| |
| | Section 3.3.2
ook o o m e e e e e e e e e e e e e e e e e e e e e e eee— oo
| EST client | EST clients use this TA database to authenticate
| Explicit | certificates issued by the EST CA, including EST
| TA database | server certificates.
| |
| | Sections 3.1, 3.3.1, 3.6.1, and 4.1.1
ook o o m e e e e e e e e e e e e e e e e e e e e e e eee— oo
| EST client | EST clients use this TA database to
| Inplicit | authenticate an EST server that uses an externally
| TA database | issued certificate.
| | An Inmplicit TA database can be di sabl ed.
| |
| | Sections 3.1, 3.3.1, 3.6.2, and
| | Security Considerations
o e e o o o e e e e e e e e e e e e e e e e e e e e e e ema— oo

Figure 4
3.1. Application Layer

The EST client MJST be capable of generating and parsing Sinple PK

messages (see Section 4.2). Generating and parsing Full PKI nessages
is OPTIONAL (see Section 4.3). The client MJST also be able to

request CA certificates fromthe EST server and parse the returned
"bag" of certificates (see Section 4.1).

and parsing the returned list of attributes is OPTIONAL (see

Section 4.5).

Pritikin, et al

Requesting CSR attributes
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Details of the EST client application configuration are out of scope
of the protocol discussion but are necessary for understanding the
prerequisites of initiating protocol operations. The EST client is
RECOMVENDED to be configured with TA databases for Section 3.3.1 or
with a secret key for Section 3.3.3. Inplenentations confornmng to
this standard MJUST provide the ability to designate Explicit TAs.

For human usability reasons, a "fingerprint" of an Explicit TA

dat abase entry can be configured for bootstrapping as discussed in
Section 4.1.1. Configuration of an Inplicit TA database, perhaps by
its inclusion within the EST client distribution or available from
the operating system provides flexibility along with the caveats
detailed in Section 6. Inplenentations confornmng to this standard
MUST provide the ability to disable use of any Inplicit TA database.

The EST client is configured with sufficient information to formthe
EST server URI. This can be the full operation path segnment (e.g.
https://ww. exanpl e. com . wel | - known/ est/ or

https://ww. exanpl e. com . wel | -known/ est/arbitrarylLabel 1), or the EST
client can be configured with a tuple conposed of the authority
portion of the URI along with the OPTIONAL | abel (e.g.

"www. exanpl e.com 80" and "arbitrarylLabel 1") or just the authority
portion of the URI.

3.2. HITP Layer

HTTP is used to transfer EST nessages. URIs are defined for handling
each nmedia type (i.e., nmessage type) as described in Section 3.2.2.
HTTP is al so used for client authentication services when TLS client
authentication is not available, due to the lack of a client
certificate suitable for use by TLS (see Section 3.2.3). HITP

aut hentication can also be used in addition to TLS client
authentication if the EST server w shes additional authentication
information, as noted in Section 2.2.3. Registered nedia types are
used to convey EST nessages as specified in Figure 6.

HTTP 1.1 [ RFC2616] and above support persistent connections. As
described in Section 8.1 of RFC 2616, persistent connections may be
used to reduce network and processing | oads associated with multiple
HTTP requests. EST does not require or preclude persistent HITP
connecti ons.
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3.2.1. HITP Headers for Control

The HITP Status value is used to conmuni cate success or failure of an
EST function. HITP authentication is used by a client when requested
by the server.

The nmedia types specified in the HTTP Content-Type header indicate
whi ch EST nessage is being transferred. Media types used by EST are
specified in Section 3.2.4.

HTTP redirections (3xx status codes) to the sanme web origin (see

[ RFC6454]) SHOULD be handl ed by the client without user input so |ong
as all applicable security checks (Sections 3.3 and 3.6) have been
enforced on the initial connection. The client initiates a new TLS
connection and perforns all applicable security checks when
redirected to other web origin servers. Redirections to other web
origins require the EST client to obtain user input for non-CGET or
HEAD requests as specified in [RFC2616]. Additionally, if the client
has al ready generated a CSR that includes linking identity and POP
information (Section 3.5), then the CSRwill need to be recreated to
incorporate the tls-unique fromthe new, redirected session. Note:
the key pair need not be regenerated. These are processing and
interface burdens on the client. EST server admnistrators are
advised to take this into consideration.
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3. 2.

Pri

2. HITP URIs for Control

The EST server MJST support the use of the path-prefix of "/.well-
known/" as defined in [RFC5785] and the registered name of "est".
Thus, a valid EST server URI path begins with

"https://ww. exanpl e.conf . wel |l -known/est". Each EST operation is
i ndi cated by a path-suffix that indicates the intended operation:

Operations and their corresponding URl s:

o e e e e e e e e m o B o m e e e e e e me o oo +
| Operation | Operation path | Details |
+ + + +
| Distribution of CA | /cacerts | Section 4.1 |
| Certificates (MJST) | | |
o e e e e e oo o e e oo ook +
| Enrollnent of | /sinpleenroll | Section 4.2 |
| dients (MJST) | | |
o e e e e e e e e oo - o S e e e a - +
| Re-enroll ment of | /sinplereenroll | Section 4.2.2 |
| dients (MJST) | | |
o e e e e e oo o e e oo ook +
| Full CMC (OPTI ONAL) | /fullcnc | Section 4.3 |
o e e e e e e e e e e e e m o S o e - +
| Server-Side Key | /serverkeygen | Section 4.4 |
| Generation (OPTIONAL) | | |
o e e e e e e e e oo e e e oo e e e e ek +
| CSR Attributes | /csrattrs | Section 4.5 |
| (OPTI ONAL) | | |
o e e e e e e e e e e e e m o S o e - +

Figure 5

The operation path (Figure 5) is appended to the path-prefix to form
the URI used with HTTP GET or POST to performthe desired EST
operation. An exanple valid UR absolute path for the "/cacerts”
operation is "/.well-known/est/cacerts". To retrieve the CA's
certificates, the EST client would use the followi ng HTTP
request-Iline:

GET /. well -known/ est/cacerts HITP/ 1.1

Li kewi se, to request a new certificate in this exanple schene, the
EST client would use the follow ng request-1line:

POST /.wel | -known/ est/sinpleenroll HTTP/ 1.1
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The use of distinct operation paths sinplifies inplenentation for
servers that do not performclient authentication when distributing
/ cacerts responses.

An EST server MAY provide service for multiple CAs as indicated by an
OPTI ONAL addi tional path segnment between the registered application
nane and the operation path. To avoid conflict, the CA | abel MJST
NOT be the sane as any defined operation path segment. The EST
server MJUST provide services regardl ess of whether the additiona

path segment is present. The following are three exanple valid URls:

1. https://ww. exanpl e.conif.well-known/est/cacerts
2. https://ww. exanpl e.com . wel | -known/ est/arbitrarylLabel 1/ cacerts
3. https://ww. exanpl e. coml . wel | - known/ est/ arbi trarylLabel 2/ cacerts

In this specification, the distinction between enroll and renew rekey
is explicitly indicated by the HTTP URI. Wen requesting /fullcnt
operations, CMC [ RFC5272] uses the sanme nessages for certificate
renewal and certificate rekey.

An EST server can provide additional services using other URISs.
3.2.3. HITP-Based Cient Authentication

The EST server MAY request HITP-based client authentication. This
request can be in addition to successful TLS client authentication
(Section 3.3.2) if EST server policy requires additiona

aut hentication. (For exanple, the EST server may require that an EST
client "knows" a password in addition to "having" an existing client
certificate.) O, HITP-based client authentication can be an EST
server policy-specified fallback in situations where the EST client
did not successfully conplete the TLS client authentication. (This
mght arise if the EST client is enrolling for the first tine or if
the certificates available to an EST client cannot be used for TLS
client authentication.)

HTTP Basic and Di gest authentication MJST only be perfornmed over TLS
1.1 [RFC4346] or later versions. NULL and anon ci pher suites MJST
NOT be used because they do not provide confidentiality or support
nutual certificate-based or certificate-less authentication
respectively. As specified in "Certificate Managenent over CMS
(CMC): Transport Protocols" [RFC5273], the server "MJST NOT assune
client support for any type of HITP authentication such as cooki es,
Basi ¢ authentication, or Digest authentication". Cients SHOULD
support the Basic and Di gest authentication nmechani sm
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Servers that wish to use Basic and Di gest authentication reject the
HTTP request using the HTTP-defi ned WNV Aut henti cate response- header
([ RFC2616], Section 14.47). The client is expected to retry the
request, including the appropriate Authorization Request header

([ RFC2617], Section 3.2.2), if the client is capable of using the
Basic or Digest authentication. |If the client is not capable of
retrying the request or it is not capable of Basic or Digest

aut hentication, then the client MJUST termi nate the connecti on.

A client MAY set the usernane to the enpty string ("") if it is
presenting a password that is not associated with a usernane.

Support for HITP-based client authentication has security

ram fications as discussed in Section 6. The client MJST NOT respond
to the server’s HITP authentication request unless the client has

aut hori zed the EST server (as per Section 3.6).
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3.2.4. Message Types

Cct ober 2013

Thi s docunent uses existing nmedia types for the nessages as specified

by FTP and HTTP [ RFC2585], application/pkcsl0 [RF
[ RFC5272] .

C5967], and CMC

For consistency with [ RFC5273], each distinct EST nessage type uses

an HTTP Content-Type header with a specific nmedia

The EST nessages and their corresponding nedia ty
operation are:

t ype.

pes for each

I
I
+
I
I
I
I

+— "+ "+ +

e e e e e o m e e e e e e e e e e
| Message type | Request nedia type | Request section(s)
| | Response nedia type(s) | Response section
| (per operation) | Source(s) of types
+ + +
| Distribution of CA| NA | Section 4.1
| Certificates | application/pkcs7-m me | Section 4.1.1
| | [RFC5751]
| /cacerts | |
o m e e e e e oo Fom e e e e e am o o m e e e e e e me o oo
| dient Certificate | application/pkcsl0 | Sections 4.2/4.2.1
| Request Functions | application/pkcs7-m ne | Section 4.2.2
| | [RFC5967] [ RFC5751]
| /sinpleenroll | |
| /sinplereenroll | |
o m e e e e e oo Fom e e e e e am o o m e e e e e e me o oo
| Full CMC | application/pkcs7-mme | Section 4.3.1
| | application/pkcs7-m e | Section 4.3.2
| /fullcne | [RFC5751]

e e e ek o e e e e e e e e e e e ek
| Server-Side Key | application/pkcsl0 | Section 4.4.1
| CGeneration | multipart/mxed | Section 4.4.2
| | (application/pkecs7-mnme &
| | application/pkcs8) |
| | [RFC5967] [ RFC5751]
| /serverkeygen | [ RFC5958]
Fmm e e e o m e e e e e e ook
| CSR Attributes | NVA | Section 4.5.1
| | application/csrattrs | Section 4.5.2
| | (This docunent) |
| /csrattrs | |
e e e ek o e e e e e e e e e e e ek
Figure 6
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3.3. TLS Layer

TLS provi des authentication, which in turn enables authorization

deci sions. The EST server and EST client are responsible for
ensuring that an acceptable cipher suite is negotiated and that

nmut ual aut hentication has been perforned. TLS authentication is nost
commonly enabled with the use of certificates [ RFC5280].

Alternately, certificate-less TLS authentication, where neither the
client nor server present a certificate, is also an acceptabl e nethod
for EST nutual authentication (Section 3.3.3). The EST server MJST
be aut henticated during the TLS handshake unless the client is
requesting Bootstrap Distribution of CA certificates (Section 4.1.1)
or Full CMC (Section 4.3).

HTTPS [ RFC2818] specifies how HTTP nessages are carried over TLS
HTTPS MJUST be used. TLS 1.1 [RFC4346] (or a later version) MJST be
used for all EST comunications. TLS session resunption [ RFC5077]
SHOULD be support ed.

TLS channel -binding i nformati on can be inserted into a certificate
request, as detailed in Section 3.5, in order to provide the EST
server with assurance that the authenticated TLS client has access to
the private key for the certificate being requested. The EST server
MUST i npl enent Section 3.5.

3.3.1. TLS-Based Server Authentication
TLS server authentication with certificates MJST be supported.

The EST client authenticates the EST server as defined for the cipher
suite negotiated. The follow ng text provides details assunmng a
certificate-based cipher suite, such as the TLS 1.1 [ RFC4346]

mandat ory ci pher suite (TLS_RSA W TH 3DES _EDE CBC_SHA).

Certificate validation MJST be perfornmed as per [RFC5280]. The EST
server certificate MIST conformto the [ RFC5280] certificate profile.

The client validates the TLS server certificate using the EST client
Explicit and, if enabled, Inplicit TA database(s). The client MJST
mai ntain a distinction between the use of Explicit and Inplicit TA

dat abases during authentication in order to support proper

aut hori zation. The EST client MJST perform authorization checks as
specified in Section 3.6.

If certificate validation fails, the client MAY follow the procedure

outlined in Section 4.1.1 for Bootstrap Distribution of CA
certificates.
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3.3.2. TLS-Based dient Authentication

TLS client authentication is the RECOVWENDED nethod for identifying
EST clients. HITP-based client authentication (Section 3.2.3) MAY be
used.

The EST server authenticates the EST client as defined for the cipher
suite negotiated. The follow ng text provides details assunmng a
certificate-based cipher suite such as the TLS 1.1 [ RFC4346]

mandat ory ci pher suite (TLS_RSA W TH 3DES EDE CBC SHA). The EST
server MJST support certificate-based client authentication

Cenerally, the client will use an existing certificate for renew or
rekey operations. |f the certificate to be renewed or rekeyed is
appropriate for the negotiated cipher suite, then the client MJST use
it for the TLS handshake, otherw se the client SHOULD use an
alternate certificate that is suitable for the cipher suite and
contains the same subject identity information. Wen requesting an
enrol |l operation, the client MAY use a client certificate issued by a
third party to authenticate itself.

Certificate validation MJST be performed as per [RFC5280]. The EST
client certificate MIST conformto the [RFC5280] certificate profile.

The server validates the TLS client certificate using the EST server
Explicit and, if enabled, Inplicit TA database(s). The server MJST
mai ntain a distinction between the use of Explicit and Inplicit TA
dat abases during authentication in order to support proper

aut hori zati on.

The EST server MJST perform authorization checks as specified in
Section 3.7.

If a client does not support TLS client authentication, then it MJST
support HTTP-based client authentication (Section 3.2.3) or
certificate-less TLS authentication (Section 3.3.3).

3.3.3. Certificate-Less TLS Mutual Authentication

Certificate-less TLS cipher suites provide a way to perform nutua

aut hentication in situations where neither the client nor server have
certificates, do not desire to use certificates, or do not have the
trust anchors necessary to verify a certificate. The client and
server MAY negotiate a certificate-less cipher suite for nutual

aut henti cati on.

When using certificate-less nutual authentication in TLS for
enrol I nent, the cipher suite MJST be based on a protocol that is
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resistant to dictionary attack and MJST be based on a zero know edge
protocol. Transport Layer Security-Secure Renote Password (TLS- SRP)
ci pher suites, i.e., those with _SRP_ in the nanme, listed in

Section 2.7 of [RFC5054] are suitable for this purpose. Section 6
lists the characteristics of a cipher suite that are suitable for use
in certificate-less nutual authentication for enroll ment.

Successful authentication using a certificate-less cipher suite
proves know edge of a pre-shared secret that inplicitly authorizes a
peer in the exchange.

3.4. Proof-of-Possession

As defined in Section 2.1 of CMC [ RFC5272], proof-of-possession (POP)
"refers to a value that can be used to prove that the private key
corresponding to the public key is in the possession of and can be
used by an end-entity".

The signed enrol |l ment request provides a signature-based

pr oof - of - possessi on. The mechani sm described in Section 3.5
strengthens this by optionally including "Direct"-based

pr oof - of - possessi on [ RFC5272] by including TLS session-specific
information within the data covered by the enroll nent request
signature (thus linking the enrollnment request to the authenticated
end point of the TLS connection).

3.5. Linking Identity and POP Information

Server policy will determ ne whether clients are required to use the
mechani sm specified in this section. This specification provides a
met hod of linking identity and proof-of-possession by including

i nformati on specific to the current authenticated TLS session within
the signed certification request. The client can determine if the
server requires the linking of identity and POP by exani ning the CSR
Attributes Response (see Section 4.5.2). Regardless of the CSR
Attributes Response, clients SHOULD link identity and POP by
enbeddi ng tls-unique information in the certification request. |If
tls-unique information is included by the client, the server MJST
verify it. The EST server MAY reject requests w thout tls-unique

i nformati on as indicated by server policy.

Li nking identity and proof-of-possession proves to the server that
the authenticat